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Preface
Thanks for choosing BLIIoT Modbus to MQTT Gateway BL100. Reading this manual
with full attention will help you quickly learn device functions and operation methods.

Copyright

This user manual is owned by Shenzhen Beilai Technology Co., Ltd. No one is
authorized to copy, distribute or forward any part of this document without written
approval of BLIIoT. Any violation will be subject to legal liability.

Disclaimer

If any problem caused by network upgrading of telecommunication service provider,
BLIIoT will not be liable for it. This Modbus to MQTT Gateway is mainly used for data
transmission through GSM/SMS/GPRS/3G/4G. Please follow the instructions in the
manual and pay attention to the tips of GSM/3G/4G wireless products. Any damages
caused by wrong operation will be beyond warranty.

Revision History

Revision Date Version Description Owner
Aug 2, 2021 V1.0 Initial Release XJH
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1

Product Introduction

1.1 General Introduction

*

BL100 is a Modbus to MQTT gateway based on cellular network. It supports
Modbus RTU, Modbus TCP, MQTT, Alibaba Cloud, HUAWEI Cloud, King Pigeon
Cloud, custom platform and transparent data transmission. Users can connect it
to third-party server, cloud platform and SCADA easily.

With built-in industrial GSM/GPRS/3G/4G communication module, BL100 has
integrated stable and reliable 32-bit MCU based on embedded uCOSI| real time
operation system

It supports Modbus Slave and Modbus Master with up to 320 extended
datapoints for data collection. Users can configure high/low limit parameters
according to various application requirement. If any threshold is triggered, device
will send notification to users via SMS and transmit the data to monitoring center
without operator on-site check

Page 5 of 68 Pages Shenzhen Beilai Technology Co., Ltd. V1.0
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1.2 Application lllustration

@ g"é c_ EEL%CQ %ﬂadbus

KingPigeon cloud Huawei cloud Alibaba cloud Modbus server
A 46

Serial port device ggnsors PLC Meters  Modbus I/O
Modbus RTU Modbus RTU module
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1.3 Safety Introduction

Safety Notice
Please don’t use the device where mobile phones are prohibited

Wireless Interference
This device uses GSM/GPRS/3G/4G wireless network, please pay
attention to wireless interference.

1.4 Packing List

Before using the device, please make sure below parts are included in the package
(Below pictures are for reference only. Please follow real product)

® 1x BL100 Gateway

® 1x4PIN 3.5mm Female Connector

® 1x 8PIN 3.5mm Female Connector

® 1x Micro USB

Cable

Page 7 of 68 Pages Shenzhen Beilai Technology Co., Ltd. V1.0
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® 2 x Wall-Mounting Clip Buckle Kit(Optional)

® 1 x DIN Rail Clip Buckle Kit

w

® 1x 2G/3G/4G SMA Cellular Network Antenna

® 1 x Data Card Picking PIN

|

® 1 x Product Qualification Card

® 1 xWarranty Card

Page 8 of 68 Pages Shenzhen Beilai Technology Co., Ltd. V1.0
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1 x User Manual (PDF soft copy)
Note: Please scan QR code to download it.

Note: if any of the above items are missing, please contact BLIIoT sales team

1.5 Product Features

» Use 4G cellular network for communication without range limit

» Support 9~36VDC power supply with reverse connection protection

» 2 channels of built-in DC power output (Output power voltage is equal to input
power voltage) to save wiring cost

» Simple and convenient parameter setting with local configuration software and
remote SMS

» Built-in software and hardware watchdog to prevent false deadlock

» 1 RS485 serial port, support Modbus RTU to MQTT and transparent transmission

» Serial port baud rate supports 2400bps-115200bps; stop bit supports 1, 2, data
bit supports 8, parity bit supports None, Odd, Even

» Support Modbus Slave protocol and can be connected to host computer like
SCADA, HMI, DSC, PLC, etc. Support Modbus RTU Master and can connect up
to 48 Modbus Slave devices with max 320 datapoints

» Support SMS alarm for monitoring various Modbus data, support configuration
software parameter setting and SMS inquiry, if any communication problem, will
notify users with SMS

» Use complete offline prevention mechanism to re-transmit offline data and notify
users with SMS

» Support remote device restart and parameter setting with SMS

» Support 10 user numbers to receive device disconnection, serial port data
beyond limit, and other alarm messages

»  Built-in timer function to perform scheduled automatic data reporting, SMS,
Arm/Disarm and device restarting

» Support PC configuration software to read, import, export parameters and
upgrade firmware through USB interface
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» Metal case, IP30 protection grade, metal case and PCBA are isolated safely,

applicable in industrial sites

» Compact size, support wall-mounting and 35mm DIN rail mounting

1.6 Technical Parameters

Category Parameter Description
Power Voltage 9~36V DC
Power Consumption | Normal: 50mA@12V, Max: 150mA@12V
® 2 channels
Power Supply Power Output ® Output voltage: 9~36V DC(equal to input voltage)
® Output current: 1500mA@12V(Max)
Power Protection Revers_,e connection protection,
ESD air: 15KV, surge:4KV
Serial Port Qty 1x RS485
Baud Rate 1200bps-115200bps
Data Bit 8
Serial Port Parity Bit None, Even, Odd
Stop Bit 1,2
Protocol Modbus RTU (slave), Modbus RTU (master)
Protection ESD contact: 8KV, surge: 4KV (8/20us)
Slot Qty 1
gm/um Card Slot Type Standa_rd dre_lw_er type card slot, sup_port 1.8V/3V nano
card with built-in 15KV ESD protection
GSM/EDGE:900,1800MHz
L-E version WCDMA:B1,B5,B8
FDD-LTE:B1,B3,B5,B7,B88,B20
TDD-LTE:B38,B840,B41
GSM/EDGE:900,1800MHz
WCDMA:B1,B8
L-CE version TD-SCDMA:B34,B39
FDD-LTE:B1,B3,B8
TDD-LTE:B38,B839,B840,B41
Cellular Network L-A version WCDMA:B2,B4,B5
FDD-LTE:B2,B4,B12
GSM/EDGE:850,900,1800MHz
L-AU version WCDMA:B1,B2,B5,B8
FDD-LTE:B1,B3,B4,B5,87,B8,B28
TDD-LTE:B40
. WCDMA:B2,B4,B5
L-AF version

FDD-LTE:B2,B4,B5,B12,B13,B14,B66,B71

CAT-1 version

GSM:900,1800
FDD-LTE:B1,B3,B5,B8
TDD-LTE:B34,B38,839,B40,B41

Software
Parameter

Protocol

Modbus RTU, Modbus TCP, MQTT, HUAWEI Cloud,
Alibaba Cloud, King Pigeon Cloud

Protocol Conversion

Support Modbus RTU to MQTT
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Indicator

System running, alarm and RS485 data indicators

User Configuration

PC configuration software, support WIN XP, WIN 7,
WIN 8 and WIN 10

Slave Connection

Max 48 slave devices can be connected. Up to 320
mapping register addresses (Bool, 16-bit, 32-bit, 64-bit)

Transparent
Transmission

Support transparent transmission

SMS Commands

Support SMS commands

Login Package

Support custom login package

Heartbeat Package

Support custom heartbeat package

MTBF

=100,000 hours

EN 55022: 2006/A1: 2007 (CE &RE) Class B

IEC 61000-4-2 (ESD) Level 4

IEC 61000-4-3 (RS) Level 4

Certification EMC IEC 61000-4-4 (EFT) Level 4
IEC 61000-4-5 (Surge)Level 3
IEC 61000-4-6 (CS)Level 4
IEC 61000-4-8 (M/S) Level 4
Others CE, FCC, ROHS
Envi ¢ Working Condition -45~85C, 5~95%RH
nvironmen Storage Condition | -45—~105°C, 5~95%RH
Case Metal Case
Size 83mmx30mmx100mm
Others Protection Grade IP30
Net Weight 225¢g
Mounting Wall-Mounting/DIN Rail Mounting

1.7 Model Selection

Serial Port Extendable I/0O Datapoint Qty
No. Model 2G/3G/AG | (Default is RS485, . . .
optional RS232) Bool | 16Bit | 32Bit | 64Bit
1 BL100 \ 1 64 128 64 64
2 BL100Pro \ 2 64 128 64 64

Page 11 of 68 Pages
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2 Hardware Introduction

2.1 Outline Dimension

Page 12 of 68 Pages Shenzhen Beilai Technology Co., Ltd.
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2.2 LED Indicator

LED Indicator

1Y aG
U No. | Iltem Color | Status Description
Steady on Alarm is triggered
1 Alarm | Green
Off No Alarm
‘;%LL: Flickering Registering data card
T W™ 2 Run Green Data card is successfully
PR e Steady on | registered and system is
running

Flickering Serial port is transmitting data

3 X Green
Off No data

Flickering Serial port is receiving data

4 RX Green
Off No data

2.3 Interface Definition

Um Interface Definition

No. | Interface Description

1 VOUT + 2" power output positive
vours [T 2 VOUT - 2" power output negative
e 3 | TXIAT 15 serial port A/ TX
RX/B1 4 RX/B1 15T serial port B / RX

5 GND Grounding

6 TX/A2 2" serial port A/ TX

7 RX/B2 2" serial port B/ RX

8 GND Grounding

Page 13 of 68 Pages Shenzhen Beilai Technology Co., Ltd.
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Interface Definition

No. | Interface Description
Connect configuration software for parameter
1 USB . .
setting and program upgrading
2 SIM Make sure device is powered off before inserting

or removing SIM card

In running mode, long press it for 5 seconds.
3 RESET Once all indicators are off and on again, reset is
done successfully

ON OFF

ON/OFF Power ON / Power OFF device

VOUT- 1t power output negative

4
5 VOUT+ 1t power output positive
6
7

DC IN 9-38V

VIN+ Power input positive

8 VIN- Power input negative

Power off the device first, insert picking PIN to card slot and eject slot
with tiny force

2.4 Debugging & Upgrading USB Interface

Micro USB interface is used to connect configuration software for firmware upgrading.
Use standard Micro USB cable to connect this device and PC (CH340 driver must be
installed first)

2.5 Antenna Connection

Connect 4G
Antenna

Page 14 of 68 Pages Shenzhen Beilai Technology Co., Ltd.
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3 Product Mounting

This device supports horizontal placement, wall-mounting and DIN Rail mounting.

3.1 Wall-Mounting

Assemble clip Assemble DIN Rail

Page 15 of 68 Pages Shenzhen Beilai Technology Co., Ltd.
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4 Configuration Software Introduction

BL100 parameters are configured in PC software. It supports Windows
XP/Vista/7/8/10 operation system through Micros USB connection.

4.1 Preparation before Configuration

4.1.1 USB Driver Installation

» Option 1
Doubile click below USB to RS485 driver file. Download and unzip it to install on the

computer
|

USB#£4853K51.zi
p

» Option 2
Download universal driver program, for example, Drive the Life, and install it on the

computer.

4.1.2 Search for Port Number

Right click [my computer] , click [property] > [device manager] > [port]
If driver installation and connection is normal, it will show like below (device port
number is COM44)

Page 16 of 68 Pages Shenzhen Beilai Technology Co., Ltd.
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& Computer Management = O X
Eile Action View Help
e aEE HREB EXS
& Computer Management (Local | + -.'.: PS2019FNBNIOHM Actions
3 % =
v [} System Tools | Audic inputs and outputs T s
((5) Task Scheduler EH Computer
[ Event Viewer s Disk drives More Actions

| Shared Folders
~ @ Local Users and Groups|
7 Users
| Groups

I3 Display adaptors

5 Firmware

@ Human Interface Devices
=m IDE ATA/ATAPI controllers

(&) Performance & Jungo
% Device Manager E= Keyboards

5 Storage (§ Mice and other pointing devices
= Disk Management [ Monitors

» s Services and Applications

I Network adapters

E? Other devices

@ Ports (COM & LPT)
ﬁ USB-SERIAL CH340 (COM15)
ﬁ USB-SERIAL CH340 (COM27)
h USB-SERIAL CH340 (COM44)
ﬁ USB-SERIAL CH340 (COM43)

i iBIEHO (comn)

1 Print queues

L} Processors

I SIMATIC NET

B Software components

B Software devices

iy Sound, video and game controllers

S Storage controllers

= System devices

§ Universal Serial Bus controllers

<

4.2 Login to Configuration Software

€ Execute BL100 configuration software in PC, select the correct COM port (the
port shown in device manager), and click confirm as below picture:

& MODBUS to MQTT gateway BL100 Configuration Software V1.0 — O *

Choose Port ‘

Welcome to use BEILAI technology BL100 MODBUS to MQTT
gateway
. Connect the device to the computer USB and turn on the device.

|v ‘ Refresh

=

. Configure serial port parameters.

. Configure MODBUS address correspondence.
. Configure cloud platform parameters.

. Complete Configure.

[ 5 [ S Ry

I MNext(O) I Cancel(C)

Support device model : BL100

€ Select SIM card type (M2M card or normal SIM card) and click enter configuration
page
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' MODBUS to MQTT gateway BL100 Configuration Software.. — O .

Select SIM Card Category

Wormal SIM Card(Call and SMS)  [] IOT MZM SIM Card(Datas only)

Enter Setting

€ Once it’s logged in successfully, it will enter below page

¥ MODBUS to MQTT gateway BL100 Configuration Software V1.0 = Hox

& |Load Configuration File = | Export Configuration File B Factory Reset  Language [ About

BR8] Serial Port Serial Port
@ slave Mapping | Chires
o CBlilar.nebwol Mode | ModBus RTU Master -
Scan Rate (200~65535mS)
O Self-Check Baud Rate | 9§00 o
: : 200 e
& O Advanced functi Data Bit |8 9] Timeout (200~65535mS)
Parity Bit |none . Slave Error ACK Time (0~65535 5]
Stop Bit |1 -
Notice:
1. Scan Rate can't less than 200mS.
2. Timeout can't less than 200mS.
3. Slave Error ACK Time: Stands for Slave na
response longer than ACK time, will send SMS to
authorized phone numbers.
Read Save
< 2>
COM44 - Device model:BL100 www.BLiiot.com

4.3 Serial Port Configuration

€ This part includes RS485 serial port functions and parameters, including Modbus
RTU Master, Modbus RTU Slave and Transparent Transmission.

Page 18 of 68 Pages Shenzhen Beilai Technology Co., Ltd.
V1.0
Website: https://www.bliiot.com



V> N Modbus to MQTT Gateway

BLIIOT _BL100

MAKE 1IOT EASIER

' MODBUS to MQTT gateway 1.0 — o x
| Load Configuration File = | Export Configuration File B Factory Reset  Language [ About
S (@ Basic Setting SHE X} Cellular Wetwork | Equipment Update x{ Parameter ><| Hour Timer ><| S TarnRanbers 3| Serial Port [
@  Parameter Charsatt
@ Alarm Numbe Hicile: [ S
Scan Rate 3000 (200~65535mS)
i (@7 Timer Setting Baud Rate
Bl iodEus RTU Master :
@ Hour Timer Data Bit |ModBus RTU Slave Hrmecndt 00z 8-03 ]
- it |Transparent transmission
@ Periodic Time Parity Bit £ Slave Error ACK Time (0~65535 S}
Stop Bit |1 v
- (@ Serial Port Setting
?"~ Serial Port e
£ Slave Settin 1. Scan Rate can't less than 200ms.
5 9 2. Timeout can't less than 200ms.
@ slave Mappin 3. Slave Error ACK Time: Stands for Slave no
response longer than ACK time, will send SMS to
@ Mapping Reg authorized phone numbers.
£ (@ Cloud Platform Setti Read Save
@  Cellular Netw
- (@ Equipment Update
@  Equipment Ug
£ (@ Self-Detection
(@ Self-Detection|
< >
coma+ [ Device model:8L100 Produced by Shenzhen Bellai Technelogy Co,lid

LTS LT

Note: “Poll Cycle”, “Timeout”, “Master and Slave Disconnection Acknowledgement
Time” will only be valid when RS485 is used as Modbus RTU Master

Serial Port Configuration

Item Description Default
Select from “disabled”, “ModBus RTU Master”, .
RS485 “ModBus RTU Slave” and “Transparent Transmission” Disabled
Select from 1200, 2400,4800,9600,19200,38400,
Baud Rate 57600, 115200 9600
Data Bit 8 8
Parity Bit Select from none, even, odd none
Stop Bit Select 1, 2 1
Polling Cycle 'UI':I(ta tr|Tr1nse interval between 2 consecutive commands 200
Max time duration of waiting after Master sends
. command to slave (unit: ms). If waiting for more than the
Timeout . - , 200
limit, then system will identify slave has no response
data
Timeout If communication between master and slave fails, after
Acknowledgement the set time duration, system will send SMS alarm to 60
Time user

4.4 Slave Mapping Table

Slave devices can be quickly added, modified and deleted. Please read mapped
slave information once enter slave mapping table so that the new added slave will not
replace the old slave. Select the slave and right click it to delete, add or modify
parameters.

Page 19 of 68 Pages Shenzhen Beilai Technology Co., Ltd.
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€ Slave Mapping Table

@

Right click the box and clik Add Slave to enter below page

| Load Configuration File = | Export Configuration file W Factory Reset  Language | About

Serial Port

Slave Mapping List X\

Slave Mapping List
Cellular network sef

Self-Check

2
3
.- 4
@ (@ | Advanced functions| | 5
6
7
8

FE Alish foEEE INEE STSaith REETSELE peSTESdibl pesTSsTey  BEE

i Setting Slave

Slave Serial Number

P

Slave Address (Range 1~254)

Data Type Boolean ~ ok

Modbus Function Code Cancel
Word

Register Starting Addr. e

Mapping Register Qty. Double

Mapping Register Starting Addr. |64 v

Tips:
1. Register Starting Addr. : In Slave, from which register address starting to

Notice:

1. Before adding device, pls click "Read" butto
2. Select a blank line, right click to add mappin{  RTU.
3. Max adding 48 devices

Hold register Cammand

mapping to RTU, no need to setup the end register address, the RTU will
automatically calculate it according to mapping register Qty.
2. Mapping Register Qty. : How many registers in slave need to mapping to

3. Mapping Register Starting Addr. : In RTU, from which register address
used to save the mapping register address value. No need to setup the end
register address, the RTU will automatically calculate it according to mapping
register Qty.

4. The Data Type and Modbus Function Code of the mapping registers must

06 command

Save

Coil command

05 command  ~

modity |

<
-owes [

Device Type:BL100 www.BLiiot.cn

Add Slave@Slave Setting

Item

Description

Default

No.

Item No.

Slave Address

Slave Device Address, range 1-247

Null

Register Type

Select from “Bool”, “16-bit”, “32-bit”, “64-bit”

Bool

Function Code

Select from “017, “02”, “03”, “04”, “15”, “16”

Null

Slave Register Starting
Address

Slave register starting address to be read and written

Null

Slave Qty to be Read

Qty of Slave to be read

Null

BL100 Mapping
Register Starting
Address

BL100 register starting address mapped by Slave
register starting address

Null

BL100 Mapping
Register Ending
Address

BL100 register ending address is automatically
calculated according to starting address and reading

qty.

Null

Holding Register
Control Function Code

Coil Control Function
Code

Hold register Comghand|06 commal ~

modify

Coil command |05 commal

modify

Default 16

Default 15
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Note: Usually it's OK to keep the default setting without any changes. If any devices can’t
support 05 15 or 06 16 function codes, then set the function code supported by the device

€ Edit Slave
Select the slave and right click it to enter below operation window.

< MODBUS to MQTT gateway 1.0 - m} X

= | Load Configuration File |='|Export Configuration File Wi Factory Reset  Language | About

BHIRE | Serid Pt X Sluvs Magping List ll

asic Setting
' paromoter || Slave Serial Number Slave Address  Data Type  Modbus Funciion Code Register Starting Addr. Mapping Register Q. Mspping Register Starting Addr. A
S = O = e
Alarm Number| | 3 3 Word 3 o Rk 20000
5 3 2 Integer 3 1 Edit Slave | 20128
4 z Double 3 3 e 20256
5 :
5 Delete Slave
7 Clear Display
] [
9
10
] 1
12
13
1 v
< >
]
Notice: Delete | | Read | Save
1. Before adding device, pls dlick "Read" button, to read
a PR R T
2. Select a blank line, right click to add mapping device
@ casomentUp 3. Max adding 48 devices
Hold register Command[16 comma - | | madi
elf-Detection e L madity |

Coil command %

' Self-Detection

3

<
coma+ [N | Device model:BL100 Produced by Sherzhen Beilai Technology Co.Ltd

Click Edit Slave to enter below page
Boolean slave editing page:

& MODBUS to MQTT gateway BL100 Configuration Software V1.0 S = S -

| Load Configuration File = |Export Configuration File W Factory Reset  Language | About

e St < e Mo ll

‘ Slave Serial Number Slave Address  Data Type  Modbus Function Code  Register Starting Addr.  Mapping Register Qty. Mapping Register Starting Addr. M~
- x

L

v
i Slave Editor

High Alarm  Low Alarm  Recovery Enable
SMS SMS SMS Recovery  Ena
Content  Content  Content SMS

O

Channel Data T Rt Alarm Verify Threshold Threshold
Name atas ype i Time(0~65535) high low

'Double20256 | DATA DOUBLE_ABCDEFGH |~
Double20260 | DATA DOUBLE ABCDEFGH |~
double20264 | DATA DOUBLE ABCDEFGH |~
Double20268 | DATA DOUBLE ABCDEFGH |~
Jouble20272 | DATA_DOUBLE ABCDEFGH |~
Double20276 | DATA DOUBLE ABCDEFGH |~
Jouble20280 | DATA DOUBLE ABCDEFGH |~
double20284 | DATA DOUBLE ABCDEFGH |~
Jouble20288 | DATA DOUBLE ABCDEFGH |+
Double20292 | DATA DOUBLE_ABCDEFGH

SRR FN AR AN AN Y E R SR ENE N
A I L

O|o|ogoooon

3

<
com++ [ | Device model:3L100 www.Blliiot.com

16-bit/32-bit/64-bit slave editing page:
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o Slave Editor — >
" High Alarm Low Alarm  Recovery Ena
a‘:dm.“ c:: '::‘ Data Type Ratio T:::g);gg’ﬂ Thr:f“:"d Thrl‘::wh"ld SMS SMS SMS Rece
BRI 2 Content  Content  Content sh
Int20002 | DATA SIGNED AB |~ | 1 2 0 ) C
20003 Int20003 | DATA SIGNED AB |v| 1 2 0 0 C

o Slave Editor — O =
Address Channel . Alarm Verify Threshald Threshald Lenhalsrl | lowalars | |IRscovy) Fre
Maosi Huria Data Type Ratio Time(0~65535) high W SMS SMS SMS Recc

PRING = Content Content Content Sh
DInt20128 | DATA LONG ABCD |~ | 1 2 o o C

20130 DInt20130 | DATA LONG ABCD ~| 1 2 o 1] C
20132 Dint20132 | DATA LONG ABCD |~| 1 2 o o C
20134 Dint20134 | DATA LONG ABCD ~| 1 2 o o C

Edit Slave@Slave Mapping Table

Item

Description

Default

Mapping Address

BL100 mapping address corresponding to slave register
address

Channel Name

Can be set, Once alarm is triggered, device will send
SMS “channel name”+“alarm content”. If alarm is
recovered, device will send “channel name”+“alarm
recovery content” to the authorized phone number.
Enable Recovery SMS must be ticked in user number
setting for receiving recovery SMS

Data Type

® Boolean

Can't be set. It's selected when adding Slave
16-bit/32-bit/64-bit

Can be set according to slave datapoint type.
ABCDEFGH represents slave register datapoint

Bool

ABCDEF
GH
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sequence
Input Type ® NO: Normal Staus is Open (0) NO
(Boolean Slave) ® NC: Normal Status is Closed (1)
The data in mapping address will multiply the ratio.

Ratio Multiplied value will compare with high and low threshold.
(16-bit/32-bit/64-bit Once it's beyond the limit, alarm will be generated. Alarm 1
Slave) content and current value will be sent to authorized user

number. This ration only applies to cloud platform. It's not
applicable for GPRS/3G/4G data collection
Alarm Verifv Time If abnormal data keeps for more than the verification >
y time, device will send SMS to authorized number
Threshold High If mapping address data multiplies ration is higher than
. . , the threshold and alarm is enabled, device will send SMS
(16-DIt/32-bit/64-bit | w5y 5ol name+high limit alarm content” to authorized | NUI
Slave)
numbers
Threshold Low If mapping address data multiplies ration is lower than the
(16-bit/32-bit/64-bit Ehreshold and alarm is gnabled, device ,\,NI|| send S_MS Null
Channel name+low limit alarm content” to authorized
Slave)
numbers
High Alarm SMS If there’s high limit alarm, send SMS “Channel
S » Null
Content name-+high limit alarm content
Low Alarm SMS If there’s low limit alarm, send SMS “Channel name+low Null
Content limit alarm alarm content”
Alarm SMS Content If there”s alarm, send SMS “Channel name+alarm Null
content
Recovery SMS If alarm is recovered, send SMS “Channel Null
Content name+Recovery Content” to authorized numbers
Enable Recovery ‘e 43 : Not
SMS It's ticked, alarm recovery SMS will be sent ticked

Note: If SMS alarm is needed, it's necessary to tick Slave Alarm for authorized

numbers in user number setting

4.5 Cloud Platform Connection Configuration

This page is used to configure device to connect to internet. Abundant automatic

handshake package, custom heartbeat message and logout mechanism work

together so that this device is compatible with many third-party cloud platforms and
host computer system. Two-way communication between device and monitoring
software or cloud platform is done through 4G cellular network
It supports below platforms:

€ King Pigeon Cloud 3.0
King Pigeon Cloud 2.0 via Modbus
King Pigeon Cloud 2.0 via MQTT

HUAWEI 10T

Alibaba 10T

L K K R R 4

login address: kpiiot.com

login address: www.my-m2m.com
login address: www.my-m2m.com
login address: www.huaweicloud.com

login address: www.aliyun.com

Other self-built platforms
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4.5.1 King Pigeon Cloud 3.0
L) to atewa onfiguration Software V1. -
& MODBUS to MQTT g y BL100 Config Software V1.1 ul X
#'|Load Configuration File = | Export Configuration File Factory Reset  Language || About
d Config | = fig I ry guag: | Abe
i@ serial Port Serial Port X Cellular metwork setting ‘><]
l" ~
Slave Mapping Li
h . KPIIOT 3.0 Ll SELaE HuaWei Clould ALi Clould a0
&% Cellular network : Modbus ey Sever
T Cellular Network Settings
@, Self-Check Commirecatian Drotacal Server 1 IP/DNS modbusrtu.kpriu.com (Max60)
lt\ (@ Advanced functio Modbus RTU Prote ~ Server Listen Port |4000 (0-65535)
Protocal TCP Server 2 IP/DNS (Max60)
Access Point Name | | fmaxs0) eosor it Paart l:l (0-65535)
APN User Name | | fuaxs0) Heartbeat Interval {1-0999 5)

APN Passsword | |

Pls fill in the login messageidevice 1D of cloud),and click save

|tvaxso) |

< 3| [+

Login Massaga‘ASCll vHHsmsxmswmnsv

FAQ for settings please refer to [Help] menu

=|ASCII

e ASCII
Ascl req
Jge ASC =

Send Once When Login Server

ax60) No Response Resend Times (1-9)

Read

Save

comas [N

Device model:BL100

www.BLiiot.com

Note: Only Login Message needed to be entered for connecting King Pigeon cloud.
Others keep the default settings

King Pigeon Cloud 3.0@Network Setting

Item Description Default

If King Pigeon Cloud 3.0 is selected, keep

Communication protocol the default configuration software
parameters

Connection Mode TCP TCP

APN (Access Point Name) Telecommunication service provider APN Null

APN User Name User name of APN to connect to network Null

APN Password Password of APN to connect to network Null

- Unique device serial number

Login Message (antact BLIloT sales team)

Login ACK Message default Null

Logout Message default Null

Heartbeat Message req Default

Heart ACK Message res Default

Login Message Strategy default Send once to login

Server 1 IP/DNS

modbusrtu.kpiiot.com

Default

Server Listen Port

Target server 1 port number

4000

Server 2 IP/DNS

Target server 2 domain name or IP

Null
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Server Listen Port Target server 2 port number (0-65535) Null
If connection to server fails for 3 times, it will
Heartbeat Interval reconnect after the set interval. Unit: second | 60
(1-9999) seconds
If no response(login acknowledgement and
No Response Resend heartbeat acknowledgement message is set) 3
Times from server, data will be sent again for the
set times (1-9)
4.5.2 King Pigeon Cloud 2.0 via Modbus
= MODBUS to MQTT gateway BL100 Configuration Software V1.1 -
& |Load Configuration File = | Export Configuration File Wi Factory Reset  Language | About
@ Serial Port TR | B x]
:- ::‘:::::gr:] KPIIOT 3.0 sl KONy || HuaWeiClouid | AL Clould Sl
e Cellular Network Settings
: 0 Self-Check ot on D] Server 11P/DNS modbus.dtuip.com (Max60)
L@ Advanced functio Modbus RTU Prote Server Listen Port 6651 0-65535)
Protocal |TCP SemverzP/ONS[ [ MaxsD)
Access Paint Name | | Max50] Server Listen Port |:| (0-65535)
APN User Name| |Max60) | Heartbeat Interval (1-9999 )
APN Passsword | ‘(MEXWJ No Response Resend Times 1-9)

< > €

Pls fill in the login message(device ID of cloud),and click save

Login Messaga‘ASCll vHHsrasxmawmrzsv

| Max60) |

ASC

ASC
ge ASCH Q
1ge ASC A

Send Once When Login Server

FAQ for settings please refer to [Help] menu

Read Save

comss [

Note: Only Login Message needed to be entered. Others keep the default setting

Device model:BL100

www.BLiiot.com

King Pi

eon Cloud 2.0 via Modbus@Network Setting

Item

Description

Communication Protocol

If King Pigeon Cloud 2.0 (Modbus) is selected,
keep the default configuration software

parameters
Connection Mode TCP TCP
APN (Access Point Name) Telecommunication service provider APN Null
APN User Name User name of APN to connect to network Null
APN Password Password of APN to connect to network Null

Login Message

Unique device serial number
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(Contact BLIIoT sales team)

Login ACK Message Default Null
Logout Message Default Null
Heartbeat Message Q Default
Heartbeat ACK Message A Default
Login Message Strategy Default Send once to login

Server 1 IP/DNS

modbus.dtuip.com

Default

Server Listen Port Target server 1 port number 6651
Server 2 IP/DNS Target server 2 domain name or IP Null
Server Listen Port Target server 2 port number (0-65535) Null
If connection to server fails for 3 times, it will
Heartbeat Interval reconnect after the set interval. Unit: second 60
(1-9999) seconds
If no response(login acknowledgement and
No Response Resend Times heartbeat acknowledgement message is set) 3

from server, data will be sent again for the set
times (1-9)

4.5.3 King Pigeon Cloud 2.0 via MQTT

Note: Only Login Message needed to be entered for connecting King Pigeon cloud.
Others keep the default settings

& MODBUS to MQTT gateway BL100 Configuration Software V1.1 - o %
Language K| About

| Load Configuration File = | Export Configuration File M Factory Reset

@ sorial Port Serisl Fort | Cellular nebwork setting X1
(.. ~
= Slave Mapping Li KPIIOT 2.0 KPIIOT 2.0 : . Other 10T
KPIIOT 3.0 (Modbus) MaTD HuaWei Clould ALi Clould i

| - P""-: Cellular network ¢

Cellular Network Settings

(@ self-Check CoriirTcation Pratice] Server 1 IP/DNS matt.dtuip.com (Max60)

MQTT Protocol

Server Listen Port 1883 (0-685535)

(@ Advanced functio

Protocol TCP

Access Point Name | | Max50) Server Listen Port l:l [0-65535)
APN User Name | |Max60) | Heartbeat Interval (1-9999 )
APN Passsword‘ ‘(Maxﬁfﬂ) No Response Resend Times (1-9)

MQTT Settings
Subscribe Topic

Publish Topic

MQTT Client ID \I

MQTT User Name MQTT
MQTT Password  MQTTPW

Publish Period(s) (10-65535 §)

MQTT Data retransmission [ ] Enable / disable
Tips: Only use MQTT Protocol require to setup.

FAQ for settings please refer to [Help] menu Read Save

< > £ >

comas [N

Device model:BL100 www.BLiiot.com
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King Pigeon Cloud 2.0 via MQTT@Network Setting

Item Description Default

APN (Access Point Name) Telecommunication service provider APN Null
APN User Name User name of APN to connect to network Null
APN Password Password of APN to connect to network Null
Server 1 IP/DNS mqtt.dtuip.com Default
Server Listen Port Target Server 1 port number 1883
Server 2 IP/DNS Target Server 2 domain name or |IP Null
Server Port Number Target server 2 port number (0-65535) Null

If connection to server fails for 3 times, it will
Heartbeat Interval reconnect after the set interval. Unit: second 60

(1-9999) seconds

If no response(login acknowledgement and
No Response Resend Times heartbeat acknowledgement message is set) 3

from server, data will be sent again for the set
times (1-9)

Automatically

Subscribe Topic Topic of subscribing message/+ generated based
on MQTT Client ID
Automatically
Publish Topic Topic of device publishing message generated based
on MQTT Client ID
Unique device serial number
MQTT Clent ID (Contact BLIloT Sales team)
MQTT User Name /Sﬁ\ézfvoel:nt for device to publish topic in broker MQTT
MQTT Password Password for device to publish topic in broker MQTTPW
server
_ . Interval for device to upload data (10-65535)
Publish Period . 10
unit: second
o Tick it to enable offline data re-transmission .
MQTT Data Re-transmission Enable/Disable

once network resumes
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4.5.4 HUAWEI Cloud Configuration
2 MODBUS to MQTT gateway BL100 Configuration Software V1.1 -
# |Load Configuration File = | Expart Configuration File actory Reset anguage | About
Load Confi ion Fil Ei Confi Fil F: Ri L: | Ab
@ soricl Port Serial Port X Cellular metwork setting ><|
4@ Slave Mapping Li KPIIOT 2.0 KPIIOT 2.0 Other 10T
P KPIIOT 3.0 (Modb '] (MQTFj HuaWei Clould AL Clould =
: odbus] erver
-8 Cellular netwark |
: Cellular Network Settings
O Seifcherk Communication Protocol
- (@7 Advanced functio HualWei Cloud
Protocol TCP
lAccess Point Name‘ |(Maxfy€lj Region |North China(Bt
APN User Name| | tMaxs0) Heartbeat Interval (60 | (1-99995)
APN Passsword ‘ |(MEX60] No Response Resend Times (1-9)

Authentication Methad

Device ID
Secret Key

Service ID

Publish Period(5) |60

| (10-65535 9)

Device Certificate

Device Private Key

| MQTT Data retransmission | | Enable / disable |

FAQ for settings please refer to [Help] menu

Read Save

c(ows [E— = Device model:BL100 wuaw.BLiiot.com :
HUAWEI Cloud Configuration
Item Description Default
APN (Access Point Name) | Telecommunication service provider APN Null
APN User Name User name of APN to connect to network Null
APN Password Password of APN to connect to network Null
Authentication Method Device Secret Key Default

Set the same device ID as that in HUAWEI

Device ID . )
Cloud (device-device ID) Refer t0 5.2.3
Set the same secret key as that of HUAWEI HUAWEI Cloud

Secret Key Cloud when creating device. If it's lost, reset Application
the password in device authentication method

Service ID Service ID created in HUAWEI Cloud
Interval of publishing data, (10-65535

Publish Period o P g ( ) 60
unit: second

MQTT Data Tick it to enable offline data re-transmission )

. Disable
Re-transmission once network resumes
Region Select HUAWEI Cloud region. Default is Default
9 North China Beijing 4

If connection to server fails for 3 times, it will

Heartbeat Interval 60

reconnect after the set interval. Unit: second
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(1-9999) seconds

No Response Resend
Times

If no response(login acknowledgement and
heartbeat acknowledgement message is set)
from server, data will be sent again for the set
times (1-9)

X509 certificate

Can’t support it currently

4.5.5 Alibaba Cloud Configuration

' MODBUS to MQTT gateway BL100 Configuration Software V1.1 X
| &)Load Configuration File | Export Configuration File Wi Factory Reset  Language ] About
L@ Serial Port Serial Port X Cellular metwork setting ><]
_ :1 :J::::z: KPIOT 2.0 '(‘:n'l'jodli;) KP(":::;%O HuaWei Clould Ali Clould O'S":r::?T
e ! Cellular Network Settings
@ selfcheck Communication Protocol
(® | Advanced functio ALi Cloud
Protocol TCP
Access Point Namel |(Max60) -Regiﬂﬂ
APN User Name| |Max60) | Heartbeat Interval (1-9999 5)
APN Dassswmd| |(MH¥5D) No Response Resend Times |3 ~| (-9
Authentication Method  Device Ser
Product Private Key
Device Name
Device Private Key
Publish Period(5) |60 | (10-65535 )
MQTT Data retransmission || Enable / disable
FAQ for settings please refer to [Help] menu Read Save
iCOM45 - Device model:BL100 www.BLiiot.com
Alibaba Cloud Configuration
Item Description Default
APN (Access Point Name) Telecommunication service provider APN Null
APN User Name User name of APN to connect to network Null
APN Password Password of APN to connect to network Null
Authentication Method Device Secret Key Default
. Set ths same ProductKey as Alibaba cloud
Product Private Ke . . ) A Refer
y (Device-click Device Secret to view it) 5 32 to
. Set the same DeviceName as Alibaba Cloud ==
Device Name . ) ; oL Alibaba
(Device—Click DeviceSecret to view it) Cloud
. . Set the same DeviceSecret as Alibaba Cloud. FNRTIT
Device Private Key . . . o Application
(Device—Click DeviceSecret to view it)
Publish Period Interval of publishing data, (10-65535) 60
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Unit: second

MQTT Data Re-transmission

Tick it to enable offline data re-transmission once
network resumes

Disable

Region

Select Alibaba Cloud region. Default is East China 2
(Shanghai)

Default

Heartbeat Interval

If connection to server fails for 3 times, it will
reconnect after the set interval. Unit: second (1-9999)
seconds

60

No Response Resend Times

If no response(login acknowledgement and heartbeat
acknowledgement message is set) from server, data
will be sent again for the set times (1-9)

4.5.6 Other IOT Server (Custom Protocol)

< MODBUS to MQTT gateway BL100 Configuration Software V1.1 - O

& | Load Configuration File

@ Serial Port Serial Part X

(®  Slave Mapping Li

KPIIOT 3.0

25 Celular network |
(@ self-Check

- (@ Advanced functio

= | Export Configuration File

Communication Protocol

Protocol TCP
Access Point Name
APN User Name

APN Passsword |

Language | About

Cellular network setting _x}

m Factory Reset

KPIOT 2.0
(Medbus)

KPIIOT 2.0
(MQTT)

HuaWei Clould AL Clould

Other 10T
Server

AL Cloud w

(Max60) Region |North China1 ~
Max60)|  Heartbeat Interval (1-0999 5)
|(MEX503 No Response Resend Times (1-9)

e T T T T T T T e MIT Settings
Login Messaga|ASC|l vHHsmsxmewmrzsv |tMaxs0) | Subscribe Topic | |
Login ACK Message|AsCll || | im0y Publish Topic | |
Logout Message [ASCIl || |50y MQTT Client 10 | |
Heartbeat Message |ASCII |[1 |(Max&0] MQTT User Name‘MQTI' |
Heartbeat ACK MessagelASCIl ~|[a |Max60) | mqTT Password [maTTeW |
Login Message Strategy Send Once When Login Server v Publish Period(s) (10-65535 )

MQTT Data retransmission [] Enable / disable

Tips: Only use MQTT Protocol require to setup.

FAQ for settings please refer to [Help] menu

Read Save

omes [N

Device model:BL100

www.BLiiot.com

Custom Protocol Configuration

Communication Protocol

Select according to user requirement

Server IP/ Domain Name

User-defined
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Server Listen Port

User-defined

Login Message User-defined

User-defined
(server response to login message)

User-defined

(heartbeat message to keep connection)
User-defined

(Server response to heartbeat message)

Interval of sending heartbeat message,default
is 60s

User-defined

Login ACK Message

Heartbeat Message

Heartbeat ACK Message

Heartbeat Interval

Login Message Strategy

Note: Users set the parameters based on custom protocols and actual requirements.
Note: Custom MQTT protocol data format is the same as King Pigeon Cloud 2.0

MQTT data format. Refer to 5.2.5 MQTT Application. Modbus RTU and Modbus TCP
are standard Modbus protocol. Refer to Appendix 6.3, 6.4 and 6.5 for message details

4.6 Device Self-Checking

€4 BL100 supports self-checking before configuration
Below page shows self-checking is completed
4 | Load Configuration .FHE = | Export Configuration File Wi Factory Reset  Language [| About

Seial ot % || St chuck ><]

(@ ! Serial Port

[ (@ Slave Mapping |

(@ © Cellular network

% <ok cho | self-checking

Memory detection complete success

‘ﬂ (@ Advanced functi

|Clock detection complete success

| GSM communication detection completed success

SIM card detection completed SIM card inserted

GSM registration detection completed;4G module,Sig... |Registered

Cellular netwerk communication detection completed | success

Key detection completed fail prompt *

|Serial port detection completed success

Self-check completed | Self-check completed

Preparation before self inspection:

1. Put the 3 / 4G SIM card into the device
2. Connect the antenna to the device

3. You need to operate the keys during the self-test. Please check the prompts

Device model;BL100 www.BLiiot.com

<
coves [

Note: Insert SIM card, connect antenna properly and manually press self-check
button to trigger it.
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4.7 Advanced Functions

4.7.1 Parameter Configuration

In this section, users can quickly read and configure device basic information,
including model, version, device time, device ID and description.

& MODBUS to MQTT gateway BL100 Configuration Software V1.0 - o x

#'|Load Configuration File  ='| Export Configuration File M Factory Reset  Language K| About

@; serial Port R RTETaer . T s e S LT x}
’ - "
- Y- Modify password Synchronous machine time
ol (@ Cellular network settil Time:  [2021-08-19 09:22:44 B~ ]
= Odpasswors: [ ]
L@ self-Check A \g Timezone:  [UTC+08:00) |
T Corfirmpasswerds | |
- (@ Advanced functions(c
Basic information
Device Description: [BLr00TEST (60 Byte) IMEI  [863418051081537 |
Add timestamp to alarm SMS Ao Antomiat il Whers powst o Signal

(0~9999)

Auto Arm after disarm:

Timer Reporting SMS Content Settings
[ Add the following additional information in the report SMS

Alarm SMS Content Settings
[] Add the following additional information in the alarm SMS

coM44 E | Device Type:BL100 www.BLilot.cn
Sync Device Time@Basic Information
ltem Description Default
Time Display/select device current time --
Read Time Click it to read RTU time --
Sync Time Click it to sync computer time to RTU --
Signal Display device signal strength, range 0-31 Automatic
General Operation@Basic Information
Item Description Default
. Used as device ID address in ModBus protocol,
Device ID 1
range 1-247

Model Number Automatically read device model number --
Version Automatically read device version --
Device Description If device description is set, it will be included in alarm SMS | Null
Qo mestamp to M ¢ ticyed, SMS alarm content will include timestamp Tick
Arm automatically when If ticked, it will automatically be armed once powered

y on.Only in armed status alarm event will happen if it's Tick
power on )

triggered

Autc_> Arm after Disarm Once device is disarmed, it will be armed automatically Not Tick
Set interval: after the set interval ot Ticked
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Timer Reporting @Basic Information

Item Description Default
. If following items are ticked and SMS reporting is set in
Add the following ) g rte _ porting
" . L timer, SMS will be sent to authorized number. To get .
additional information in i .2 Not ticked
regular SMS reporting, need to set SMS reporting in
the report SMS : ; L
Timer, tick this item and set user number
Alarm SMS Setting@Basic Information
Item Description Default
Add the following If following items are ticked, the status will be included in
additional information in | the SMS if there’s any alarm and sent to authorized user | Not ticked
the alarm SMS number
4.7.2 User Number Setting
€ This page is introduction to setting user number and access control
& MODBUS to MQTT gateway BL100 Configuration Software V1.0 m} X
+|Load Configuration File = | Export Configuration File B Factory Reset  Language [l About
@ serisl Port Serial Port x‘ Fevmeter metlingacll X || Honbeci setting x‘
(@ Slave Mapping List Authorized User Telephone Number Settings
; Powsr Timer AMY iemark Slave Slave
@ Cellular network setti @ermNo) O g ?P\;asrm Signal F:“:’: Rl
-~ (@ Self-Check Sinan o o O O O O
(@ Advanced functions(ol User No.1 O (] i} ]
Lol (@ Parameter setti User No.2 O [} [m] O
iy ‘. . User No.3 O (] | |
Bl P EES er Not o O o o
@ Clock timer Hear N&5 O O O O
(@ Periad timer User No.6 O [} O O
O Mapping Regis User No.7 ] ] i O
=g User No.8 O (] O O
(@ Firmware Upda
User No.9 O [} O m}
Notice: Read Save
1. Alarm No. can include or non-include country code, e.g:
in UK.can setup 0044 or +44 or without country code,
but can not be 44,
2. Low signal alert: Mobile signal lower than 14 (full signal is 31).
3. Tick it stands for when the event occurrence, will send SMS to
the related telephone numbers.
comas [ Device Type:BL100 www.BLitot.cn
Note: For alarm SMS, please select according to actual requirement
User Number Setting
Item Description Default
User No. Total 10 user numbers can be set to receive SMS Null
If it's ticked, SMS will be sent to user number, including
Power On device model, version, description, IMEI, status, cellular Ticked
network signal value, etc once device is powered on
) If it's ticked, SMS will be sent to user number as .
Timer Report . Ticked
scheduled reporting cycle
. If it’s ticked, SMS will be sent to user number if device Ticked
Arm/Disarm SMS .
arm/disarm status changes
If it's ticked, SMS will be sent to user number once Not ticked

Low Signal

cellular network signal value is less than 14
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Cellular Network If it's ticked, SMS will be sent to user number once Not ticked
Failure connecting to server fails for 3 times
If it's ticked, RS485 interface slave alarm will be sent to .
Slave Alarm Not ticked
user number
Slave Communication If it's ticked, SMS will be sent to user number once the Not ticked

Failure

communication with RS485 interface slave timeout

Note: If alarm SMS is needed, please tick Slave Alarm in Number Setting

4.7.3 Timer

In this page, users can quickly set device to perform certain actions in scheduled time
to realize automatic control devices. Labor cost can be largely saved. Total 10 events
can be set based on weekly, daily or certain time interval

4.7.3.1 Clock Timer

& MODBUS to MQTT gateway BL100 Configuration Software V1.0

<« Load Configuration File = | Export Configuration File  MijFactory Reset  Language [l About

@ serial Port Clork s times x‘
@ Slave Mapping List ClockTimer
L@ Cellular network setting Weekly Hour Minute Action
@) selfcheck Ot [sndy  ~| [0 <] oo -
';3 ~4(@ Advanced functions(optio D2 [sunday ~| |oo 4 H C Data By Cellular network
: @ Parometer settings 032 Sunday =~ |00 ~| |00 v  |Auto Report By SMS
@ Number setting BESN: T a2 E g":
SEM Clock timer [05 |Sunday =~ |00 - 00 ~ =
o [16 |Sunday ~ 00 v 00 ~ Reboot ~
: 43 Foriod timer 07 |Sunday ~ |00 “ 00 - Rebaot ~
~4@ Mapping Register 08 Sunday ~ 00 ~  |oo v |Reboot v
@ Firmware Update O¢ sunday «~ |00 « oo v|  [Rebost v
[110 sunday ~ 00 v |00 ~ Reboot ~
Read Save
comas [ Device Type:BL100 ww.BLitot.cn
Clock Timer
Item Description Default
1-10 Refers to 1-10 Timer Not ticked
Weekly Set any day of the week or every day --
Hour Set specific hour -
Minute Set specific minute -
Act Action to be performed once at certain time. Select from
ction “ "« . ” o« -
restart”, “uploading cellular network data”, “Auto Report by
Page 34 of 68 Pages Shenzhen Beilai Technology Co., Ltd.
V1.0

Website: https://www.bliiot.com




(BuUIOoT

MAKE 1IOT EASIER

Modbus to MQTT Gateway

- BL100

| | SMS”, “Arm”, “Disarm”

4.7.3.2 Period Timer

&' MODBUS to MQTT gateway BL100 Configuration Software V1.0

4 |Load Configuration File = | Export Configuration File Wi Factory Reset  Language [ About

L@ serial Port ool e x] Maps s Begistars | 2 || Taioditimes ><]
(@ Slave Mapping List Periodic Timer
Weekly Hour Minute Interval(s) Action
@ Cellular network setting mE Sunday | 5 ) e - I
(@ Self-Check
: [ty | o
o EREY, i £ £ Upload Data By GPRS
=] 0 Advanced functions{optio Os Sunday o 00 = 00 o l:l
il (@ Parameter settings [J4 sunday ~ 00 w 0o w l:l
(® ' Number setting [J5  sunday B 00 v 00 v l:l
e 0 Clock timer 06 |Sunday ~ 00 ~ 00 ~ l:l Reboot ~
”Z i B [ Sunday 00 00 Reboot
[J8 sunday ~ 00 v 00 v l:l Reboot ~
(® ' Mapping Register
i R [J9 sunday ~ 00 v 00 v l:l Reboot ~
- (@ Firmware Update Nofice
1. From the Start Time,every xxSeconds excute the choose action. Reatl e
2. When the cycle timer is used for restart, more than 120 seconds is
recommended
< >
COM44 - Device Type:BL100 www.BLilot.cn
Period Timer
Item Description Default

1-10

Refers to 1-10 Timer

Not ticked

Weekly

Set any day of the week or every day

Hour Set specific hour -

Minute Set specific minute -
Action to be performed once at certain time. Select from

Action “restart”, “uploading cellular network data”, “Auto Report --

by SMS”, “Arm”, “Disarm”

4.7.4 Device Firmware Update

BL100 support online firmware update. Click Select to import program file and click
Update. Once firmware update is 100% completed, restart the device
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E} MODBUS to MQTT gateway BL100 Configuration Software V1.0

# |Load Configuration File = | Expart Configuration File  Wlj Factory Reset  Language [d] About

Serial Port Cellular network setting X Firmware Update X]

Slave Mapping List
P T R Note: do not disconnect the power supply of the device
during the upgrade process, otherwise the device will not

Self-Check
be used!!!

CRORORORO

Advanced functions(o

Parameter setti

Number setting File | Select | Upgrade

Clock timer

Period timer

Mapping Regis

Peeee

<
ZOM44 - Device model:BL100 www.BLiiot.com

4.7.5 Mapping Register Data

Click [ Mapping Register Data] to view slave device real-time value so that users can
debug and install devices easily.

& MODBUS to MQTT gateway BL100 Configuration Software V1.0 - u] e
| Load Configuration File = '| Export Configuration File W Factory Reset  Language [ About
@ seriol Port Seril Port X Slurs Mesping List X Wapping Resizser ><1
= Boolean 16Bit 326 646z
(@ Slave Mapping List 2 - - -
. Register No. Current Value * || Register No. Current Value * | | Register No. Current Value * | | Register No. Current Value Gl
Cellular network settil | 64 1 20000 100 20128 500 20256 200 Tick it stands
—— 65 20001 20130 20260 m} :::::::lrl\’y‘
66 20002 20132 20264 v
Advanced functions(o| | 67 20003 20134 20268
- A 68 20004 20136 20272
. 60 20005 20138 20276
(@ Number setting | 70 20006 20140 20280
i ) 71 20007 20142 20284 Notice:
i 0 Clasicgmar 72 20008 20144 20288 1. Please go to |
@ peind timer || 73 20000 20146 20202 e ::;E‘R"‘:E:
T— 74 20010 20148 20296 ebovemersions:
i 75 20011 20150 20300 will be incorrect
(@ Firmware Upda| | 76 20012 20152 20304
. 77 20013 20154 20308
78 20014 20156 20312
79 20015 20158 20316
80 20016 20160 20320
81 20017 20162 20324
82 20018 20164 20328
83 20019 20166 20332
84 20020 20168 20336
85 20021 20170 20340
86 20022 20172 20344
a7 20023 20174 20348
88 20024 20176 20352
89 20025 20178 20356
90 20026 20180 20360
91 v || 20027 v || 20182 v || 20364 v
< 3 < 3> < b3 < > < >
comas [ Device modek:BL100 wwnw.BLilot.com
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Note: To read slave device data, click Read in Slave Mapping List first and then view
it in Mapping Register Data

4.8 Export Configuration File

€ Click top left button Export Configuration File, select file saving path and enter file

name
= 1 —
EH TS 8 X
& |Load Corfigursiion Fle = fixpon Condigursion Fis Fuchory Beest  Lasguage W] Abost
allal = s - L 1

(@ Sarial Dot Callulur reteerk esttisg Tirmews Upda %|
ﬂ Saer Maggieg Line
@ Collalar nenagek perid Mote: do not disconnect the power supply of the device
'I'.I T during the upgrade process, otherwise the device will not

whi-Chack -

be used!

'I" Advarcrd furcticmijol

(@ moemetes semi

r. L e Ry Lpgrads

I" Clock tmer

I‘i Ferezad limer

(@) Mapeeng Fegs

e firmwars Upda

"
The confguntan fie wn egoried
mecoembuliyClhen'Admm Dwatiop' B 100 sk
¥
oo [ Deice reodetBLIDD s Lot

€ After a while, configuration exporting success window will pop out

4.9 Load Configuration File

€ Click top left button Load Configuration File and select the file to upload it.
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Expart Corfigaration fle W Factory Aeert Language [ Abow

Callolar natwark mwiting = Ferwware Wpduts 6

ﬂ Saras Kappng Lt

(@ Collular nabascrk nesid Maote: da not disconnect the power supply of the device
B et during the upgrade process, otherwise the device will not
e Chock
e used!!!
@ | dduanced hnchions o

(@ Caramwier watii

@ Musber settieg Fils Ealon Upgrade

(@ Pericd tmar
ﬂ Fhapeirey Regs

S o Uy

}. ‘oedeg conbgunizn mcmuton m wooe

s R Dwsics modatL108 s BLiict.com

€ After a while, loading configuration success window will pop up

4.10 Factory Reset

€ Once device is powered on, connect it with PC configuration software and click
Factory Reset. After factory resetting notice box pops out, click confirm to

complete it.
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@ Siws Mappire

g — o Mote: do not discannect the power supply of the dewvice

o sinc during the upgrade process, otherwise the device will not
Sel Chedk

be wsad!

I? R T T T
ﬁ ERAMIFIET (el
r T— F [eem ] | tpoea
@ Clock G
£ Fericd times
A

5 Device Application and Cloud Connection Example

5.1 Transparent Transmission (DTU) Setting

BL100 has DTU function of transparent data transmission. Data sent to BL100 from
server or cloud platform via cellular network will be forwarded to RS485 interface.
Data received from BL100 RS485 interface will be sent to server or cloud platform via
cellular network. Detailed operation procedures are as below:

(1) In Parameter Setting Page, set device ID
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3} MODBUS to MQTT gateway BL100 Configuration Software V1.0

& Load Configuration File & | Export Configuration File Wi Factory Reset  Language [ About
@ serial Port Serial Port X Parameter settings x] Fasariaetting X{

Slave Mapping List Modify password Read time Sync time

Selfcheck Device D E““M ModelNo.  [oL100 Version [agr1

Advanoed hindlions(y Device Description: [pL10oTEST (60 Byte) IMET  [863418051081537 |

@
(? Cellular network setil e
@
@

R et s Add timestamp to alarm SMS Arm Automatically when power on. Signal

@ Number setting Auto Arm after disarm: [ | mine®  (0-o9)
(@ Clock timer = 5 =
. Timer Reporting SMS Content Settings.
(@ Period timer (] Add the following additional information in the repart SMS
(@ Mapping Regis
(@ Firmware Upda

Alarm SMS Content Settings
[] Add the following additional information in the alarm SMS

<
comas [ Device Type:BL100 www.BLiiot.cn

Note: Device connected to RS485 interface can not have the same ID as BL100 ID

(2) In Serial Port setting, select Transparent Transmission as RS485 mode. Baud
rate, data bit, parity bit and stop bit must be the same as those of RS485 interface
device parameters. Otherwise the communication will not be successful

' MODBUS to MQTT gateway BL100 Configuration Software V1.0

& Load Configuration File % | Export Configuration File Wi Factory Reset  Language | About

% serial Port Bt P X]
(? Slave Mapping List Clabal
@ Cellular network settil A
. Mode |Transparent transmission M
Scan Rate (200~65535mS)
@ self-Check Baud Rate |Close
R . |ModBus RTU Master :
@ Advanced functions(ol Data Bit |\odBus RTU Slave ot (2005653233
7 PR T rans| t transmissi .
BB orameter soi Parity Bit i Slave Error ACK Time (0~65535 5)
<3 Stop Bit |1 s
(@ Number setting
@ Clock timer Notice:
0 PBeriod Bmer 1. Scan Rate can't less than 200mS.
o 2. Timeout can't less than 200mS.
0 Mapping Regis 3. Slave Error ACK Time: Stands for Slave no
e response longer than ACK time, will send SMS to
@ Firmware Updal authorized phone numbers.
Read Save
< >
COM44 - Device model:BL100 www.BLiiot.com
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If there are multiple devices connected to RS485 interface, their parameters must be
the same as BL100 parameters. For scan rate, timeout and Slave Error ACK Time, it's
OK to keep the default setting.

(3) Click below Save button

(4) In configuration software, set cloud communication protocol to Modbus RTU.
Other settings refer to 4.5.6 Other |IOT Platform

5.2 Modbus Master and Cloud Connection

WER o APP 46
®
Slave Device
MQTT/Modbus BL100O

Communication 5T q
e — =X

Modbus Protocol

Master

Alibaba Cloud

HUAWEI Cloud
King Pigeon Cloud
Custom Cloud

BL100 can be connected to cloud platform or SCADA system via cellular network.
Users can choose custom platform, King Pigeon Cloud 2.0, King Pigeon Cloud 3.0,
Alibaba Cloud and HUAWEI Cloud.

If connecting it to King Pigeon Cloud, just click the selected platform in cellular
network setting and enter Login Message (device serial number) provided by
BLIIoT sales team. For other part, keep the default settings. Click Save to
complete configuration easily.

Users can connect the device to private cloud via Modbus RTU,Modbus TCP and
MQTT protocols. Refer to 5.2.5 MQTT Application for MQTT details

Cloud Connection Procedure:

(Step 1 & 2 are common and will not be repeated. Only Step 3 & 4 are
different for different platforms.)

Step 1 Set serial port as Modbus Master in Configuration Software
Step 2 Set Slave Device Datapoint in Configuration Software

Step 3 Set Cloud Parameters in Configuration Software
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Step 4 Set Device Datapoint in Cloud Platform

5.2.1 RS485 Serial Port Mode Setting

(1) Set serial port mode to Modbus RTU Master

;} MODBUS to MQTT gateway BL100 Configuration Software V1.0

| Load Configuration File = |Export Configuration File Wi Factory Reset  Language | About

5% Serial Port Clock timer x} Mapping Register ><| Perfod timer X Serial Prt xl
(@ Slave Mapping List Channel 1
Q Cellular network setting Mode [ModBus RTU Master V‘
Scan Rate (200~65535mS)
0 Self-Check Baud Rate |Close
R Bl odBus RTU Master :
2 (@ Advanced functions(optic Data Bit |piodBus RTU Slave jlimeest feCetastans)
3 . gt |Transparent fransmission
(@ Parameter settings Parity Bit e Slave Error ACK Time (0~65535 5)
" Stop Bit |1 v
(® ' Number setting
0 Clock timer Notice:
L@@ Period timer 1. Scan Rate can't less than 200mS.
B 2. Timeout can't less than 200mS.
(@ Mapping Register 3. Slave Error ACK Time: Stands for Slave no
a response longer than ACK time, will send SMS to
- (@ Firmware Update authorized phone numbers.
Read Save
< >
COM44 - Device Type:BL100 www.BLiiot.cn

(2) Set Slave Datapoint

Page 42 of 68 Pages Shenzhen Beilai Technology Co., Ltd.
V1.0
Website: https://www.bliiot.com



:,B?I?O_; Modbus to MQTT Gateway

MAKE 1IOT EASIER

-BL100

£ MODBUS to MQTT gatsway BL100 Configuration Software V1.0 * a X

<+ |Load Configuration File = | Export Configuration File Wl Factory Reset  Language | About

Y— R e -|
- FS Wlith SRR DR srednibi RORESSE ROSTSDbtn ResEEsse) B8 ‘
Slave Mapping List
1 =
Cellular network sef | » Wl setting slave - X
3
Self-Check
4
Ad d functi
bl | I Slave Serial Number 1
6
7 Slave Address (Range 1~254)
8 Data Type Boolean v OK
9 Madbus Function Code Cancel
10 Word
x Register Starting Addr. Iitege
. Mapping Register Oty. Double
13 Mapping Register Starting Addr. 64 ~
14
13 Tips:
16 1. Register Starting Addr. : In Slave, from which register address starting to .
mapping to RTU, no need to setup the end register address, the RTU wil
Note automatically caleulate it according to mapping register Qty. —|Sm
1. Before adding device, pls click "Read” buttor 2. Mapping Register Qty. : How many registers in slave need to mapping to
2. Select a blank line, right click to add mappin{  RTU.
3. Max adding 48 devices 3. Mapping Register Starting Addr. : In RTU, from which register address
used to save the mapping register address value. No need to setup the end
register address, the RTU will automatically calculate it according to mapping
register Qty.
Hold register Command 06 command 4. The Data Type and Modbus Function Code of the mapping registers must
Coil command 05 command modify
< >
cove4 [N | Device Type:BL100 wwwBLiiot.cn

€ Edit slave parameters:
Right click slave data type to enter setting page. High limit alarm, low limit alarm,alarm
SMS content and recovery SMS content can be set. Tick Alarm SMS to enabile it.

& MODBUS to MQTT gateway BL100 Configuration Software V1.0 - o X
| Load Configuration File = |Export Configuration File W Factory Reset  Language | About
Serial Port) X|  Slave Mapping List -|

Serial Port

‘ Slave Serial Number Slave Address  Data Type  Modbus Function Cade = Register Starting Addr. Mapping Register Qty. Mapping Register Starting Addr. M

A i 13
8 Slave Editor - X
g High Alarm  Low Alarm  Recover Enable
U'N:'::I Data Type Ratio Ti‘:‘«::l:;?sn Th’;::"d Th'f::dd “oms 5M3 o Recovery  Ena
Content Content Content SMS
Advbouble20256 | DATA DOUBLE ABCDEFGH ~| 1 2 1] [ O O
houble20260 | DATA DOUBLE ABCDEFGH || 1 2 1] [] O [
bl DATA DOUBLE_ABCDEFGH ~| 1 2 0 [ [} [
houble20268 | DATA DOUBLE ABCDEFGH ~| 1 2 0 0 m] O
Jouble20272 | DATA DOUBLE ABCDEFGH |~ | 1 2 0 ] O O
6 | DATA DOUBLE ABCDEFGH ~| 1 2 [ [] O O
Jouble20280 | DATA_DOUBLE ABCDEFGH (~| 1 2 1] 1] O O
Jouble20284 | DATA_DOUBLE ABCDEFGH | 1 2 0 0 m] O
Jouble20288 | DATA DOUBLE ABCDEFGH ~| 1 2 [ 0 ) O
houhle20292 | DATA DOUBLE ABCDEFGH 1 2 ] 0 O [

<
comas [N | Device model:BL100 waww BLiiot.com
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€ Once datapoint is set, click mapping register to read datapoint real-time value.

Configuration before cloud connection is completed. The following procedure is to
configure cloud connection.

5.2.2 King Pigeon Cloud Application

(3)Set Cloud Connection Parameter

2 MATEDBUS Ao BAOTT gateway BT Conhguraton Solwers V1.0

® | Load Cosfiguraticn file = |Esport Configeration Fle W Factory et Langunge [ Abowt

@ Seria p{_uE Sarial furt ® Callular natewc et eEJ |
Wapo
: EMIOT 20 KPR 25 vt = Cthar W07
EPHIOT 30 i i MOt Huah¥ei Couid AL Tould AR
-
Calbular Py Letinga
() Seb-Chn P Serenr | IPADRG ol o o [Mansilt
1) Adweoed hunctionsiol Madt Seewes Listen Paet & ]
f L — Pratnro Seever B IPDIS [Masiil
o i : Farwey Leftes Pot THENIER
Fumber sritieg
Hearkaat Insaral |50 019950 &
Clodk thm
@ clock times Bz Amesones Amand Timae 3 -
(@ Fevicd timer
@ Mapsing fagin =i Wl b thee login messageidevos 1D of choudLand chek naes 3
(@ Firvresrs Upda Legin Meaasgs | 850 Waufil)
i) Fowr pettings please refer W] mesra Read Save
4 ¥ 1
tonzs [ Dierwices o detBLIGD s Bl Lo
| .:B.\ gy = (f Jo
[=T=] o e

(4)Set Device Datapoint in Cloud Platform (for datapoint mark REGXXX details,
please refer to Appendix 6.2 Mapping Register Address)
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< O(decimalglaces) -

*  O(decimaipiaces) =

* O (decimal plases)

Slave Address: Set BL100 device ID

Function Code: select it according to slave type (refer to Appendix 6 Mapping
Register Address for details)

Bias: Add 1 to the address mapped to BL100 register. For example, if BL100
mapping register address is 64, then put 65 in cloud Bias

Data Format: not necessary to set for boolean data. Select 16-bit, 32-bit, 64-bit
data type according to actual status

vV V VYV
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» Byte Order: numeric row datapoint sequence (For details, refer to Appendix 6.4
Read Mapping Register Address)
» Acquisition Cycle: Interval of acquiring slave data

Once above setting is completed, device will be online after a while. Device datapoint
status can be viewed from cloud.

5.2.3 HUAWEI Cloud Application

In above part, serial port and slave datapoint have been set. To configure HUAWEI
Cloud parameters, it's necessary to create device in HUAWEI Cloud first and get

device ID, secret key and service ID. Below is the procedure:
(1) Create product

(2) Register device

(3) Get service ID, device ID and secret key

(4) Copy service ID, device ID and secret key to configuration software and save it
(5) Device is online in HUAWEI Cloud

€ Create Product
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Advancad Settings v  Custom Proguct 1D | Descrption

o

@ Create product success| When this configuration
huawei cloud is 1 d
equipment

Product ID is: 610 bc56c0ad1ed02863b648

Then you can:

1. Define the product model
By defining the model, the platform to build an abstract model of the
equipment, make the platform to understand the function of the

2. Add and debug the equipment
You can register the device under test, or use the platform provided by the

simulator, online debugging
Check the e

€ Add Service
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Add the

VICE
[+ senice 1z BLIDO

y  Service type [J00(

The service description | XXX

-

€ Add Property: set data. Property name starts with REG. Select data type from
boolean and numeric data. Property name is datapoint read-write mark. Refer to
6.2 Mapping Regqister Address for details. For example, boolean slave mapping
register address is 64, then property name is REG64

x
AddProperty  peG . Address of the slave register

+ Property Name |Masm E ‘

Product Name  BLIOVE Resource Space  DefaultApp. inge1 23456 lot

N o b st e
Data Type e Created 2021/08/05 19:03.08 GMT+0800
e
Manufacturer  GHEFRHS
[ |
e Model Definition Online Debugging Topic Management
- ol [ ot
e 2 [N i |t | s e
o " tiidid ¢ T oy erve Deet Serce
Resourte Spaces
e - 3 ooy ] s
Documéntation ‘ . [ | Property Name Data Type ccess Made Description Operation
4|0 e Intager Readable Writable T Copy  EdR | Delete
I .
[ reca000 Integer Readable = Copy | Edt | Delete
e ‘ [ recizs Integer Readable oot Copy Edit  Delete
] REG22S6 Integer FReadable 00 Copy  Edit  Delete
[0 =] Total Recondsca 1
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€ Click Device to Register it

Individual Register

@ || Detauitapp jinget 23456 ot

* prodict [suoeme

e oo

=

Device Name:
e ] e
p e

Set your own password

Confiom Secret (=

€ Click OK to confirm it. Device Register Success notice box will pop out. Save
below password and product ID

€ Copy above device ID and sgecret and copy it to configuration software as below
picture. Service ID is the same one that created in HUAWEI Cloud.
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A= WEOLNERS B WLT | ety B 10U CorAigeraton Sottwere WD
& |Lowd Comdgurstion Fle = | Eupoet Don faguration. Fie H Faciory Reser  Ljawjpifes hl (15
3 Casial Dot Surbil Pirt W Callalior wabwark nstiing x|

() Sl Maggieg Lt EHIOT 20 KPWOT 2 P Cthar 10T
KPIOT 3.0 v s HusWe Clovisl AL Cleld plecf
[ =) e suos
T i

Communication Frotocol
@ Advarced furctionsiz
Frot n

ﬁ P mistesr Serh e

[r B

ﬂ ek tener

= Mo Response Remissd Temes |3 LB )
@ Posicd timer
I" Mlappeng Regs
f.i 2 - Bathesticatgn Meghod | Devoe Sae
Femerarw Upda — —
e 1D {37181 210210 PRS00 _BL
Eporet ey |23 95
srdice I0 |BL100
Publich Tenoanl B0 | ITRESSIE 51
Corwicw Cartifcate
Lwdce Privain Ky
WIOTT Digta setearmvssion [ Enabile / disable
Fad b= pettings ploast reder b [Helg] mevu Fppd [
L ¥ L
ey | A R )

€ Once configuration is done, wait for device to be online. Once it’s activated, data
can be viewed by clicking property

" HUAWEI cLOUD

= ioT Platform

BLIOO Senvce Type XXX Description 10X Modify Service  Deete Service
BLIG
a . Add property
Property Ner Data Type Desciption ope
REGE4 y R
REG20000 Integer e T
REG128 integer Readable x
REG20256 g Readable X
Command Farameters Respanse Parameters Operation

€ Click Device-Device Debugging to view detailed device data sending and
receiving.
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S Online Debugging

5.2.4 Alibaba Cloud Application

As stated above, serial port mode and slave device datapoint are set. It will not be
repeated here. Before configuring Alibaba Cloud, it's necessary to create product in
Alibaba cloud, add device and get device certificate, which is similar to configuring
HUAWEI Cloud.

Step: Create product-Add Device-Get Certificate-Create Alibaba Cloud Data

Point-Publish Device-Set Cloud Connection in Configuration Software-View Device in
Cloud

€ Create Product (Login to Alibaba Cloud Console)

(2 Alibaba Cloud L

Epenses  Teres (P Emerprs Support

e < Create Product(pevice TsL)
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3 C - ali cloud workbench 2 east China (Shanghai), Qq search cost

e 'New features, the 2021-07-30 announcement: the Internet of things platform releasel Check details
Please public instance i

incense
The Internet of things platform/product management/create products

Equipment management A

- to create products

product
‘equipment
@ You have successfully completed to create products,

grouping :
sask wit Add equipment

v Device belonging to 2 product spacific equipment,. under the Internet of things platform for equipment products in the only certificate DeviceName. devices can be connected directly 1o the Intemet of things
The CA certificate - 35 3 device through the gatewsy connecting Intemet plstfom

Tosas
The rule engine o

Monitor the operatianal
For the product definition model

e
Equipment classified o : = =
-quipt v oy Iot platform support for the product definition model, the actual product into abstract of the sex, services, events, data model, is advantageous for the cloud ful
s management and data interaction. After completion of product creation, you can define content model, for it products under the device will automatically
The data analysis of concave e

Video service v

Documentation and tools Returns the list of products

€ Add Device

Add Device

@ Mote: You de ot nees 1o specity Devieehiame I Devicetiame i rot
speciied, b Cioud wil ssue 8 uniqus identiies under the product
a5 DeviceName

T

BLI00w:

DeviceNiame ¢

[l

€ Once device is added successfully, it can be viewed in console by clicking view.
Click Copy to save it on desktop for following configuration

Device Certificate

Device Certificate copy

Productkey STTVSHGEN Copy

DeviceName BLI0GK Copy

DeviceSecret 87e3d6b741065b8023cTe15bd3ce25b Copy

Certificate Installation Modes

v the
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VVese

Create Data Point

Product--Device--Add Self-defined Features
Feature Name: Custom set it, like fan, light, temperature, light intensity, etc
Identifier: REG (XXX), put the corresponding mapping register according to

datapoint to be added. Refer to 6.2 Mapping Register Address for more details.
For example, boolean slave mapping register address is 64, then identifier is

‘REG64”

Data Type: Boolean, Numeric, select it from drop-down menu.
Read/Write Type: Tick Read/Write or Read-only according to actual status

C-) AlibabaCloud = @ Workvench  China (shangha) Q search

>
>
» Description: provide any necessary description, can be blank
=

€ Public Instance

I.m‘..,m 1 Dedes 1 Pt/ Produc Ot |

Devices ~ ¢« BL100xx

Topic Categories | | Define F

STTVSHKGEN Copy ProductSecret s View

DataParsing | Server-side Subscription | Device Provisioning 9

Device:
Product Information
Group:
Jobs e
CA Certificate TSL Model
Rules v realio
Maintenance v
Default Module
Resource Allocation v
Link Analytics [
Link Visual v

Documentation and Tools

Ifyou need to change it {

Build device-side code.

Default Module

Feature Type Feature Name(al) Identifer 1 Data Type
R s Reca02s 2
Properties e ReG20256 Doutle
Properies RE REGE4 Boolean
Properties EeE Geolocation Struct

Add Seif-defined Feature

& Publish Device Data
Once data point is created, click Release Online

Epenses Tows (0° Enepise Swpot Aw B O W O = @)

Data Defiition Actions.

Ve Range:0- 65535 iew !
Ve Range:0- 65535 o
i

o-x View

1-7F
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E () AlibabaCloud = & workbench  China (Shanghai) v Q search Expenses Tickels ICP Enteprise Suppot App [ O W @ EN 0
i nstance! 6T Pltform / Devices / Products / Product Detals /  Define Feature
e .« Edit Draft
o Product Name  BLI00e Productkey SITVSHGEN Copy.
Devices © You ae editing  craft. You need o clck Publih to apply the TSL model,
Sroues Import TSL Model Version History 2
Jobs

Ereramoduierss Q +  Default Module

CA Certificate
kS cened Festare
Default Module
Rules v
Identifier 1+ Data Type Data Definition Actions.
Maintenance v +Add Module
roperes recannas 2 ol Ronge 0 65535 | Delete
Nesource bucien.
< Prgens e Recaonss Doutle Vlue Range 0 65535 st | Detete
Link Aaytis
i
Link Visual -
e ns et i 0% | Delete
Documentation and Tools i
P e et s . e
s
& Feedback

€ Click Publish to enter below dialogue. Tick it and confirm it by clicking Accept

Publish

You are publishing the following products: BL100xx

Please confirm that all St ot publishing

Check whether the product information is correct. You cannot modify or

stepn N e onime

Make sure that all features of the device have been debugged. After the
Step 2 product is published, you can only modify the features through OTA Confirmed @)
upgrade.

Make sure that the product s ready for publishing and can be deployed
Confimed
Step3 | fobmenes ()

€ Set Cloud Connection in Configuration Software: Copy the data saved on
desktop and paste it in configuration software. It can be viewed from Alibaba cloud
device view page as well.

Device Certificate

Device Certificate copy

TTVSKENV. Copy

BLI0Gx Copy

87e3d6b74106568023cTe15bd3ce25b. Copy

Certificate Installation Modes
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€ Enter above parameter in configuration software and click save to complete it.
Return to Alibaba cloud and wait for device to be online

| Load Configuration File = | Export Configuration File Wi Factory Reset  Language K| About

@ Serial Port Serial Port 3 Cellular network setting x%
g S KPIIOT 3.0 KRIOT20 KPIIOT 20 HuaWei Clould AL Clould Oherion
: (Modbus) (MQTT) Server

A% Cellular network setti

Cellular Network Settings

(@ self-Check

Communication Protocol
= (@ Advanced functions(c ALi Cloud

Parameter setti Loteec i

Region |North China 1«
MNumber setting
Heartbeat Interval (1-9999 5)
N6 Resproise Resend Trmes -9

Clock timer
Period timer

Mapping Regis

Authentigation Method  Device Sore

IO IO

Firmware Upda
Product Private Key

Device Name

Defice Private Key

3 P Y ]

MQTT Data retransmission || Enable / disable

FAQ for settings please refer to [Help] menu Read Save

e [N Device model:BL100 www.Biiot.com

€ Before device is online, it's inactivated. Once it's connected successfully, the
status will be online like below picture.

O E cloud work in east China (Shanghai) 2 v

Charge the repair order ICP

b
public The 02021-07-30 announcement: the Internet of things platform released
&Public instance
new features! See the mood
e | Aemet of thinas pitiarmyfaclibes
| equipment management

product eqUIpment
e e Eq mbe! @ the activation device @ the current aninelo
equipment A1 the products -
1 1 1
grouping
Batch management advanced search

task

PGGIERIT Batch adding DeviceName
The CAcertificate

Mouth DeviceName/children's name

Please select a device label v

State/enable jie mouth
See thepu

BL10OSDEVICE ali cloud testing

: - BL100 The gateway ine 2021/08/04 18:18:17-276
Monitor the operational 9 Yy jackae ST /080 7

Real-time monitoring
Ops the market
Online debugging
Equipment simulator
The log service

OTA upgrade

Remote configuration

€ Data point read-and-write can be performed in device online debug page.
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= () AlibabaCloud =~ @ workvencn  china (Shangai) v Q searen Expenses Tickels ICP Entepise Suppot App B O W @ N (6
& Public Instance Online Debug
V. Sectderie | 8100w o || s v
Rules v 5
@ Online debugging only supports debugging real equipment please use " Real-time Logs ® Oniine Auto-Refresh @D C &

; virtual equipment debuggins
Maintenance e e

Time Content
Real-time Monitoring Calts | Remote Login
L 1V \RE VEXTPWRV" 130 'REG20', V'REG20256\"80.)" Time":
Dashboard odule: : = teason’:ts| parse failed”"UtcTime""2021-08-09T 17:18:52.558-0800","lotd" ZuGI8 b8
LR i A8 22Tt P " EXTPWRY'A"5002 - property not found\"\'REG20128\"A6306 -
" "ProductKey':"a1TVShKGE","BizCode " ThingMode!”"De
Online Debug
EROB(atitude)
Device Simulation P —
Aug 9, 2021, 171852553
Device Log
SROB(Aitude)
OTA Update
Remote Config #5780 B CoordinateSystem)
Alert Center
Resource Allocation —
Link Analytics [ 1 V| Debugging
Link Visual CeeRec20256)
800 Debugging =

Documentation and Tools

AAAREG20128)

5.2.5 MQTT Application

MQTT Principle

There’re 3 roles in MQTT protocols: Pulisher, Broker(Server) and Subscriber.
Message publisher and subscriber are client. Message broker is server.
Publisher can be subscriber at the same time. Below is the example of
connecting BL100 to King Pigeon Cloud 2.0:

Publisher BL100 Publish Message

—t . ’ 20
Broker =
= o

Publish Message A Subscribe Message

Device BL100
User Account

Publish Message
i Broker =
-Pm"?’h MoRsage King Pigeon Cloud 20 Subscribe Message = —

P

» Client Configuration

€ Enter device serial number only
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i7 MCIDOUS o WCTT guaswsy NLYD0 Corfiguesticn Softsars W10 ]
* |ioad Conlgersion Fls = | fapot Configuration fle Wl Facory Reset Laaguage B abont

(@ Sesial Parr farial fert X Callelar racwsrk astiang 6 |

HPNOT 2D EMHENT 2 | H y Chfrar 60T
PUGT A0 i) AT Huahiei Claudd AL Cheaddd N

Cabalar Netaork Srtinga

el Chne

Communication Protecol Bawaer 1 IFADNE roride =T [LEE=
@ advasied bt > Sstwer Liskes Py 5535
ﬂ Paramipiee s Proioel Geranr 3 IFATME Pl Ty
| TErwer LHnes Fae M-3R
(@ Pumies sering
- Fasrtsaai interal |52 ]
e
@) cie s P Rimsari] Tirmes |8 o
@ Period ling
@) Mepping Regis WISTT Seitings
ﬂ Fitrrasate Upeds Subspeibe Tops:
MOTT Chere I I

WIOTT Unar Mamms
ST Paswword 17T
Fublisk PermdS) 60 [vD-E5535 5y

MAITT Clfis retdivrvastios || Enshls § duabis

FAD dov semiage phease reler o [Heln] iems Eeail Sarvw

onss I Dwdce modskiL 100 s BLickoom

- @ Q & | &

€ Create device and data point in King Pigeon Cloud

s Or @ Custom 80 D
-
N [ e
reces Swtcn tyme coarao ™ (=)
mecz0000 Mimerics Type 0 (Gecimal piaces) ~ ° B 1~
mEGz0120 Numasioal Type 0 (aacsimel piaces) PN o FE ~
Reca0220 Nomariost Typs [y e p—" + B ~
Posibon  22.642285,113.840001
mgg B "v‘ b =] aa « ]
swos . - - I v\‘ ) o)
& ) - - v =3
® 1% i — 3 S o
e rwz ] Rl =aeren @
magran o > = =
wdan =¥
© =) - = o (~
. Q L. w5 i
X = —r Q 4 s
o * Eem ]
o swian o ST P
-, - Q °
bz 15
mbz O - L o
-eom o SRty "
we Qs
— I, i
I a Dr—\ o
- ST T . -
= mme wus = ~

€ Read-Write identifier setting. Slave identifier starts with REG plus mapping
register. Refer to 6.2 Mapping Register Address for details
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3
3
3
o

C_
o
fo

& Data View and Dissemination

Data Dissemination

100|

-

4 Valid Payload Data Format in Device Publishing Message

Publishing Topic: Serial Number(same as the configured publishing topic)

"sensorDatas": [

//Boolean value
"flag": "REG64", //Read-Write Identifier
"switcher": 1//Data Type and Value

b
{
//Numeric Type
"flag": "REG20000", //Read-Write Identifier
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"value": 30 //Data Type and Value
| }
"state":"alarm", //Alarm Identifier (Only exist when Alarm & Event is configured
and alarm is triggered. It's not included in scheduled regular reporting)
"state":"recovery", //Alarm Recover Identifier (Only exist when there’s alarm
recovery. It's not included in scheduled regular reporting)
"time": "1622700769", //Time Identifier, timestamp of data publishing
"retransmit":"enable" //Re-transmission Identifier (only exist when there’s
historical data re-transmission. It's not included in scheduled regular reporting)
}
Note:
/IRead-Write Identifier: character is"flag", followed by datapoint MQTT identifier,
(The same MQTT identifier set in adding datapoint, can be customized)
//Data Type and Value: can be categorized as below:

1.Boolean data: character is "switcher", followed by "0" or "1" (0 is open, 1 is closed)
2. Numeric Data: Character is "value", followed by actual value

/[Alarm, Recovery Identifier: character is "state", followed by "alarm" or "recovery'

(alarm is alarm data, recovery is alarm recovery data)

/[Time identifier: character is "time", followed by actual timestamp of data
reporting

/[Re-transmission Identifier: character is "retransmit", followed by "enable"

Device offline data will be saved temporarily. Once network resumes, it will be
re-transmitted. Identifier “retransmit” refers to historical data (need to be enabled in
configuration software)

4 Valid Payload Data Format in Device Subscribing Message
Subscribe Topic: Device Serial Number/+ (same as the subscribe topic in
configuration software)

(King Pigeon Cloud 2.0 use “device serial number/sensor ID” as publishing topic.
Thus Subscribe Topic must add wildcard character /+ to realize device control from
cloud

{

"sensorDatas":

[
{
"sensorsld": 211267, //Cloud Senor ID
"switcher":1, //Data Type and Value
"flag":"REG65" //Read-Write Identifier
}
]

"down":"down" //Cloud Downlink Message Identifier

}

Note:

/[Cloud Sensor ID: character is "sensorsID", followed by ID number (ID is generated
by cloud automatically. Ignore this part for selt-built cloud platform)

/[Data Type and Value. Can be categorized as below:

1. Digital Data: character is "switcher", followed by "0" or "1" (0 is open, 1 is closed)
2. Numeric Data: character is "value", followed by actual value

//Read-Write Identifier: character is "flag", followed by datapoint MQTT identifier
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//Cloud Downlink Message ldentifier: character is "down", followed by "down", it's
cloud mapping register slave mapping address identifier

Item Name MQTT Read-Write Identifier | Data Type
Boolean Data Type REG64~127 Switcher
16-bit Data Type REG20000~20127 Value
32-bit Data Type REG20128~20254 Value
64-bit Data Type REG20256~20508 Value

5.2.6 Self-Defined Cloud Platform

BL100 supports customer self-defined cloud platform with Modbus RTU,
Modbus TCP and MQTT protocol.

Custom MQTT protocol data format is the same as King Pigeon Cloud 2.0 MQTT data
format. Refer to 5.2.5 MQTT Application for more details. Modbus RTU and Modbus
TCP are standard Modbus protocols. Refer to Appendix 6.3, 6.4 and 6.5 for message
data details.

Operation Procedure is the same as above:
(1) configure serial port mode
(2) Create slave device datapoint
(3) Configure self-defined cloud platform parameters
Refer to below picture

€ Cellular Network Setting- Select Other IOT Server-Select Communication
Protocol-Enter Server IP/Domain Name and port number. Click Save.

<! MODBUS to MQTT gateway BL100 Configuration Software V1.0 [u] b

&|Load Configuration File  =| Export Configuration File Wi Factory Reset  Language [ About
Serial Port X Cellular metwork setting x} Self-Chack x}

ol (@ Serial Port
| & ”
Slave Mapping List KPIIOT 2.0 KPIIOT 2.0 Other 10T
g KPIIOT 3.0 : : HualWei Clould AL Clould
] (Modbus) (MQTT) uatier Hou ey G
HE - Cellular Network Settings
@3 Self-Check Communication Protocol Server 11P/DRIS[mgttdtuipcom | (Max60)
5L (@ Advanced functions(c| Server Listen Pdrt 1333 (0-65535)
i S e e l:l (0-65535)
il (@ Number setting|
- Heartbeat Interval (1-0999 §)
@, clocktimer No Response Resend Times |3 +| a9
ol (@ Period timer
L~ (@ Mapping Regis MQTT Settings
L {0 Frmware Upeh Subscribe Topic
Publih Topic
MQTT Client ID
MQTT User Name [MQTT
MQTT Password [MQTTRW
Bublish Period(S) (10-65535 5)
MQTT Data retransmission [ ] Enable / disable
Tips: Only use MQTT Protocel requirs to setup.
FAQ for settings please refer to [Help] menu Read Save
v
< >| < >
coms2 [ Device Type:BL100 www.BLiioten
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6 Appendix Register Address
6.1 BL100 Device Register Address
€ Hold Register Type, Read-Write, support function code 03
Register Address A
Hexadecimal | Decimal Data Name Data Type | Description®
22A 554 Signal Value 16bit int Y=X
€ Input Register Type, Read-Only, support function code 04
Register Address PG
Hexadecimal | Decimal e DataType | \Desciiption
0 0 Power Supply Voltage 16bit int Y=X/100

6.2 Mapping Register Address

Note: expanded /O identifier is: "REGX"(x is Modbus register address)

€ Boolean slave mapping register address: hold coil, function code 01/05/15

Mapping Register .

Address Data Name E:Ii?\c:i-:?(’a ';_'te _I?at: Description®

Hexadecimal | Decimal yp

40 64 Bool 64 REG64 Bool Boolean bit

41 65 Bool 65 REG65 Bool type,can map

42 66 Bool 66 REG66 Bool slave input coll
Bool and hold coil

Bool status. Total 64

7F 127 Bool 127 REG127 Bool addresses

€ 16-bit data type slave mapping register address: hold register, Read-Write,
support function code 03/06/16

Mapping Register )
Address Data Name | head-Write | p.. Type Description
. . Identifier
Hexadecimal | Decimal
16-bit data Set mapping rule
4E 20 20000 20000 REG20000 according to
4E 21 16-bit data Order AB, configuration
20001 20001 REG20001 actual data type | software. Data order
4E 22 20002 16-bit data REG20002 is decided by is AB and saved in
20002 slave mapped the address for
data Read-Write in cloud.
Can map slave input
register and hold
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4E 9F

20127

16-bit data
20127

REG20127

register. Total 128
addresses

€ 32-bit data type slave mapping register address: hold register, Read-Write,
support function code 03/06/16

Mapping Register Address

Read-Write

Data Name e Data Type Description
Hexadecimal Decimal Identifier L
4E AO 20128 32-bit data 20128 | REG20128 Set mapping rule
according to
4E A2 20130 32-bit data 20130 | REG20130 | Order ABCD, | configuration
4E A4 20132 32-bit data 20132 | REG20132 | actual data | software. Data
type is order is ABCD
decided by and saved in the
slave address for
mapped data | Read-Write in
4F 1E 20254 32-bit data 20254 | REG20254 cloud. Total 64
addresses.

€ 64-bit data type slave mapping register address: hold register, Read-Write,
support function code 03/06/16

Mapping Register Address Wri _
979 Data Name Read_xv rite Data Type | Description
Hexadecimal | Decimal Identifier
4F 20 20256 64-bit data 20256 | REG20256 Set mapping rule
according to
4F 24 20260 64-bit data 20260 | REG20260 configuration
4F 28 20264 64-bit data 20264 | REG20264 | Order software. Data
ABCDEFG | orderis
H, actual ABCDEFGH and
data type is | saved in the
decided by | address for
slave Read-Write in
mapped cloud. Can map
50 1C 20508 64-bit data 20508 | REG20508 | data slave input and
hold register.
Total 64
addresses

6.3 Edit Boolean Mapping Address Data

If it's necessary to control relay connected to RS485 slave, function code 15 for slave
writing must be added in slave list of configuration software. Once mapping address is
changed, RS485 slave address data will be written accordingly.

€ Message Format from Master Station

Message Content Byte Qty Exgi::Ie Description
Device Address 1 01H Device 01H , range: 1-247, follow the set
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address

Write single hold coil, use function code

Function 1 0O5H 05H
Boolean Maobin Range 00 40H-00 7FH, refer to
Reqister Adgrpesg 2 00 40H Appendix B Mapping Regqister
9 Address for details.
. Value is FFOOH or 00 00H. FF OOHis
Written Value 2 FFOOH |\ riting 1, 00 00H is writing 0
16 CRC Check ° 8D EEH CRCO0 CRC1 low byte is in front of high

byte

€ Returned Message Format from device:

Data o

Content Byte Example Description

Device Address 1 01H Device 01H, same address as received
Function 1 05H Write single hold coll

Boolean Mapping Register 2 | 0040H |Range: 0040H-007FH

Address
. Value is FF O0H or 00 OOH. FF OOH is

Written Value 2 | FFOOH |\ riting 1, 00 00H is writing 0

16 CRC Check 8D EEH | CRCO CRC1 low byte is in front of high byte

€ Example: change value of Boolean mapping address 64, change it to 1:

Server sends: 01 05 00 40 FF 00 8D EE

Note:

01: Device Address

05: Write Boolean value

00 40: Mapping Address of value to be changed
FF 00: Write 1

8D EE : 16-bit CRC check

Device Returns: 01 05 00 40 FF 00 8D EE

Note:

01: Device Address

05: Write Boolean Value

00 40: Mapping Address to write value
FF 00: Write 1

8D EE: 16-bit CRC Check

If more values to be changed, please refer to details of function code 15 in Modbus
protocol.

6.4 Read Numeric Mapping Address Data

€ Message Format from Server Master:

Data . .
Content Byte Example Description
Device Address 1 01H Device 01H, Range 1-247, same as the
set address
Function Code 1 0O3H Read hold register, use function code 03
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. . Numeric data mapping address
Starting AcFi{dereisgec:f Mapping 2 4E 20H | range,refer to Appendix B Mapping
9 Register Address for details
Qty of Mapp'gge;{ deglsters to be 2 00 OAH | Qity of input registers to be read
16 CRC Check > 3D 2FH gyF\;eCO CRC1 low byte is in front of high

€ Return Message Format from Device

Content Byte Data Example Description
Device Address 1 01H DeV|_ce 01H, same device ID as that in
received message
Function Code 1 03H Read hold register
Return Data Byte 1 14H
00 14 00 1E 00
28 00 32 00 4B
Return Data 20 00 41 00 OA 00 Return data
2500 14 00 2AH
16 CRC Check 2 FB 34H CRCO0 CRC1 low byte is in front of high byte

€ Example: mapping address starts with 20000 and read 10 addresses data:

Server sends: 01 03 4E 20 00 OA D3 2F

Note:
01: Device Address
03: Read hold register

4E 20:  Starting address of mapping register, current data is decimal 20000
00 OA: Read 10 registers’ value

D3 2F: 16 -bit CRC check

Device returns: 01 03 14 00 14 00 1E 00 28 00 32 00 4B 00 41 00 OA 00 25 00 14 00

2AFB 34
Note:
01: Device Address
03: Read hold register
14: Return 20 bytes
0014 00 1E 00 28 00 32 00 4B 0041 00 OA 00 25 00 14 00 2A; Return data
Mapping
Register 20009 | 20008 | 20007 | 20006 | 20005 | 20004 | 20003 | 20002 | 20001 | 20000
Address
Value 002A |0014 |0025 |[O0OOA |0041 |004B |[0032 |0028 |001E | 0014

FB 34 : 16 -bit CRC Check

6.5 Edit Numeric Mapping Address Data

To change data of slave device connected through RS485, it's necessary to add
read-write function code 16 in slave list of configuration software. Once mapping
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address value is changed, the corresponding address data of slave connected
through RS485 will be changed accordingly

For example, mapping address is 20000 and slave mapping data is signed integer
type and order is AB

€ Message Format from Sever Master Station:

Data

Content Byte Example Description
Device Address 1 01H Device 01H, range: 1-247, same as the set address
Function Code 1 06H Write single hold register, use function code 06
. . Address range: 4E 20H-50 1CH, refer to Appendix
Mapping Register 2 4E 20H 6.2 Mapping Register Address for details of mapped
Address
data address range
Written Data 2 00 64H Data example, write decimal data value 100
16 CRC Check 2 9E C3H CRCO0 CRC1 low byte is in front of high byte

€ Return Message Format from Device:

Data

Content Byte Description
Example
Device Address 1 01H Dewpe 01H, same as the address in
received message
Function Code 1 06H Write single hold register
Mapping Register Address 2 4E 20H | Address range: 4E20H-501CH
Written Data 2 00 64H | Write 100 successfully
16 CRC Check 2 9E C3H | CRCO CRC1 low byte is in front of high byte

€ Example: if mapping address is 20000 and slave mapping data is signed integer
type with AB order, change mapping address 20000 value to 100:

Server sends: 01 06 4E 20 00 64 9E C3

Note:
01: Device Address
06: Change single hold register value

4E 20: Change value of register address 20000 register
00 64: Write decimal value 100
9E Ca3: 16-bit CRC check

Device returns: 01 06 4E 20 00 64 9E C3

Note:
01: Device Address
06: Change single hold register value

4E 20: Change value of register address 20000
00 64: Change to decimal value 100
9E C3: 16 -bit CRC check

To change more numeric data type mapping address, please refer to details of
function code 16 in Modbus protocol
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6.6 SMS Function

BL100 support remote configuration, inquiry and control with SMS. Below are the

notice points:

1. Default device password is 1234. It can be changed with SMS for safety

2. Password in SMS commands refers to device password, for example if device
password is 1234, directly enter 1234

3. “+” in SMS commands means plus without any content, please don’t add any space

or character

4. Capital and lower case letters must be clarified. For example, PWD should be not

be entered as pwd

5. If password is correct but command is wrong, device will return message: Wrong

command format, please confirm! Thus please check inputting method, capital and

lower case letters

6. If device password is wrong, there will be no message returned.

7. Device will return message once it receives SMS commands. If no return

message,please check whether password is wrong or network signal is not good.

6.6.1 SMS Commands

Change Password

Action Command Return Message

Change This is new password,

I P
Password Old password+P-new password please remember!

Arm/Disarm

Action Command Return Message
Arm password+AA Armed
Disarm password+BB Disarmed

Inquire Device Status
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Action Command Return Message
Arm/Disarm: xxx
Inquire Model: xxx
Device password+EE Version: xxx
Status IMEI: xxx
GSM signal value: xxx
Set User Number
Action Command Return Message
Set User password+A-+number+T+user number Telx: —
Number Number: 0~9 '
. Return all user
Inquire password+A
numbers
Delete password+A+number Return number 0~4
and 5~9
Set Server (Cellular Network)
Action Command Return Message
Set Server password+IP+IP address+P+port number Server:
Inquire password+IP Port: '
Delete password+IPDEL

Set Cellular Network Parameters

Action Command Return Message |
Set password+AP+APN+#+user name+#+user password | APN:
Inquire password+AP User Name:
Delete password+APDEL Password:
Reboot Device
Action Command Return Message
Reboot Device password+Reboot No return message

Note: There will be no return message for rebooting device with SMS. Tick Alarm
automatically when power on in configuration software. Once device is rebooted
successfully, SMS will be sent to user
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7 After-Sale Service

7.1 Firmware Upgrading

This device has modular design. If telecommunication operators upgrade network,
it's not necessary to change the whole hardware but only communication modules.

It supports firmware upgrading through USB interface. If any new requirement for
firmware upgrading, please contact us directly.

7.2 Warranty Term

This device has one-year warranty from the day of purchase for any quality
problems. Any faulty caused by human damage or wrong operations is beyond
warranty

7.3 Technical Support

Shenzhen Beilai Technology Co., Ltd.

Website: https://www.bliiot.com
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